
侵入の痕跡（Indicators of compromise、IoCs） 

AndroidOS_FakeMinerPay 

パッケージ名 アプリ名 ダウンロ

ード回数

（取得前） 

SHA-256 

com.btc.bitcoin.mining

.crypto.miner.android.

minebitpro 

MineBit Pro 

- Crypto 

Cloud 

Mining & 

btc miner 

1.0 

1,000+ 88e8185e26a6cdde904e77724fb809f2988a9

f8cf7903aff854ee684aa633640 

com.bucks.cryptoholic

.activity 

Crypto 

Holic – 

Bitcoin 

Cloud 

Mining 

500+ 

a2176ae59d771d408bb7445e0965e76dd45

a5d4cace69037086283bbdb9e996e 

com.serverpoolbtc.cry

ptocloudmining.freebit

coincashwallet 

Bitcoin 

(BTC) – 

Pool Mining 

Cloud 

Wallet 

5,000+ 12ac2a216f149413b63a508227bb53e149bb

a9d832c62e4b5e6020ac05a1cada 

com.task.cryptocloud

pro 

BitFunds – 

Crypto 

Cloud 

Mining 

100,000

+ 

07503f042011c7efa71523e4eb207bfbe8108

e6960de1ce8f493052f3f877493 

3df1aeda30ebb6918f14dac28106f9e75051a

5763de1b0dea24de9211d9ccd6f 

d64d8ed789ae57983a712ba9b2077727437

a270a2e67e4e602df6ffd260c331e 



d0ee26558438b6d3118ec6daee56d292695a

5bec653a204ad65405760eab4ce8 

9d0ceddae407f8a69ead4cd0df21911136777

2f4e2093f616943ff3b406f2da5 

6234a51018e2ca49c9d4a1b0a2dbd6a0e517

b5ca2f43650dc845afc32aa6846a 

e58165c0caa5f54460e0516a7c2bbb63be31

0f60119ae9bf3b8007603b396d2e 

com.serverpooleth.cry

ptocloudmining.freew

alletethereumcash 

Ethereum 

(ETH) - 

Pool Mining 

Cloud 

1,000+ cb0c1ab8c0bf4650f6138abc228c15491fddc0

1c1f0ba7612749c42a62a74799 

  

com.freebitcoin.rewar

d.system 

Daily 

Bitcoin 

Rewards – 

Cloud 

Based 

Mining 

System 

200+ cf13798ace8bcc59f503e0a094b83d5ff830ec

c615044b6f6c5915134638265b 

  

com.wMiningForever_

13689132 

Mining 

Forever 

10,000+ c414d081351df33c87279a1895415524e073

94e3f99ef2fc80aefbb4b6467c88 

5ff8583eed095d57b5344b1be8fffd0f7336f5c

eee5cbd78d0a37ef2ae49f9f0 

com.wEthProMiner_1

3688903 

Eth Pro 

Miner 

10,000+ 90a50b0ab2cd45bc93938d0196165e1da0f7

09294499be31341f08f32d49a98e 

02c5dbe47c3cf2b2af533b9ecba0cc09c6787

846dada6cbd3398aed5058766ac 



 

AndroidOS_FakeMinerAd 

パッケージ名 アプリ名 
ダウンロ

ード回数

（取得前） 

SHA-256 

cloud.pro.btccrypto20

21 

Bitcoin 

2021 

5000+ 88e8185e26a6cdde904e77724fb809f2988a9f

8cf7903aff854ee684aa633640 

cryptominer.bitcoinmi

ner 

  

  

Bitcoin 

Miner – 

Cloud 

Mining 

50000+ 13e2d06eba1ff7546c991d5019214dc9b803df

bc38c1ec0f974d45ba7e82cd9d 

76d54c3d926bbd261ee28b4e92be9b4b58f08

c5230e7df4ecce88c41a8f7ee91 

deda27d066965cfdac3d2c71a92978794fa4e4

7d1c3c7b000d6346a515747a06 

8812a14a4eb1a18a5fcd738e87206939d929e

5555fa88f3a5f52891702310714 

 

30d53377c80cb0b434f41f35218782f5b30d7

9fdef0178e3a09998b27d090678 


