
 

侵入の痕跡（Indicators of Compromise, IoC） 

検出名 SHA-256 

Ransom.MSIL.COBRALOCK
ER.AA 

88d55af8d84c1909e9ccf962e59f71dacf158eb9fd67
1920a23b7390103bd58f 

Ransom.MSIL.COBRALOCK
ER.AA 

ec621d94c847976baa8b3ead1bb98c2a0951432ba2
1181f09fb1c55dcddd98c3 

Ransom.MSIL.COBRALOCK
ER.B  

ba28a0615626a40254c4e4167e0b3f8bc82bdd83f4
2b225605c34268c38ef0b5 

Trojan.MSIL.COBRALOCKE
R.A  

 bdcc8754a9f75c2fe1f909af669ac59f25d635139f36
34f525e4189db604e3f0 

Trojan.MSIL.COBRALOCKE
R.A  

ff53667fe3745601d6d04668cd854813f650087be28
72876de71d412b70eb0cd 

Ransom.MSIL.TESLACRYP
T.THABGBA 

dcd725c415cebc7df170edf49af18d6f86e76ef75185
737de5959405f4aecc56 

Ransom.Win32.BABUK.YEB
A-THAAEBA 

704a0fa7de19564bc743fb68aa0652e38bf86e8ab69
4bc079b15f945c85f4320 

Ransom.Win32.BABUK.YEB
A-THAAEBA 

8140004ff3cf4923c928708505754497e48d26d822a
95d63bd2ed54e14f19766 

Ransom.Win32.BABUK.YEB
A-THAAEBA 

afcf265a1dcd9eab5aab270d48aa561e4ddeb71c05
e32c857d3b809bb64c0430 

Ransom.Win32.BABUK.YN
BA-THABGBA 

3dda3ee9164d6815a18a2c23651a53c35d52e3a5ad
375001ec824cf532c202e6 

Ransom.Win32.BABUK.YN
BA-THABGBA 

c5167053129bd4a5542cfef9e739b0443e22e184cb4
c0b57c049b448f030cf15 



 

 

TREND MICRO ™ RESEARCH 
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. Our 

innovative solutions provide our customers with layered security for data centers, cloud workloads, networks, and 

endpoints.  

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about discovering new 

threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. Our global team helps identify 

millions of threats daily, leads the industry in vulnerability disclosures, and publishes innovative research on targeted 

attacks, artificial intelligence, Internet of Things (IoT), cybercriminals, and more. We continually work to anticipate the next 

wave of threats and deliver thought-provoking research that can shape strategic industry direction. 

www.trendmicro.com 

Ransom.Win32.MAOLOA.T
HAAHBA 

 94be0c4af61e979ad2064544708807fcdfc4b63115e
d885ed0067ece04630a7b 

Ransom.Win64.SETHLOCK
ER.THABEBAA  

 58c852525bf3bea185db34a79c2c5640c02f8291cd
bdbe8dd7c0a9d4682f4b2c 

Trojan.W97M.TESLACRYPT
.THABGBA 

c7e40628fb6beb52d9d73a3b3afd1dca5d23357135
93b698637e1a47b42bfc71 

 

 

 

 

 

 

 

 

 

 


