
 

侵入の痕跡（Indicators of Compromise, IoC） 

ファイル名 パス SHA-256 検出名 注 

ss.exe C:\temp\ 

ee63b49aca1495

a170ea72733163

85b606f3fd2df1e

48e9f4de0f241d9

8bd055 

HackTool.Win32.

CATLIKE.A 

Vulnerability 
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LG.exe 

C:\temp\ 

C:\hp\ 

5099264b16208d
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e3de7a5420986f

a0d7e2b2a6b16a

f3909e9 

HackTool.Win32.

JoeWare.A. 

JoeWare 

Local Group 

Manipulation 

tool 

LG.dat C:\hp\ 

5099264b16208d

88c9bca960751f5

e3de7a5420986f

a0d7e2b2a6b16a

f3909e9 

HackTool.Win32.

JoeWare.A. 

JoeWare 

Local Group 

Manipulation 

tool 

mpBD6D

42.dat 

C:\Users 

C:\Perflogs 

C:\hp 

C:\temp 

e9be71848d1faa

0c41db4c6a1e90

1747d98fb0b3cca

027f8be85ea5e3

39b75e3 

HackTool.MSIL.

Mimikatz.AF Mimikatz 

 

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

 

  

  

  

  

TREND MICRO ™ RESEARCH  
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.   

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. 

Our global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and 

publishes innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), cybercriminals, 



and more. We continually work to anticipate the next wave of threats and deliver thoughtprovoking research 

that can shape strategic industry direction. www.trendmicro.com  


