
 

侵入の痕跡（Indicators of Compromise, IoC） 

 

SHA256 検出名 

3b885d93801f89805020bf2c992048ce0dca499809e6721528ee
03fa4544b398 

Trojan.MSIL.BLADABINDI.TH
IOABO 

c1f32f166400b5e5c394d30e62ee9f0e42c24f2d839c51fda227d
2007f499a81 

Backdoor.MSIL.BLADABINDI.
THA 

URLs 
 

 gamezer1hack[.]sytes[.]net:19811 
 hxxps://onedrive[.]live[.]com/download?cid=9B6546ADF0F7911A&resid=9B6546ADF0F7911A!1

195&authkey=ABFIpKKz4bOcT1I 
 hxxps://yu0aoq[.]db[.]files[.]1drv[.]com/y4mr4XEohBDL_98XqXLIKJPqiyqV1rhPymTxyJlXe0jmdl

UfwDD0zTGUJtmAqyLRdtTJXAYycbv00qkSdgyjkAgF7qoUz202MHf4y0SseZXAX-
gSTmO3mIT5jCGKwfPRsMgFOcCjm8P9cugtlz0psvZQgiW13JPS_JSu3Wc8nVE0qT8qYTpNjQfCHLwT
mNk6fh5zaCvDF0gpJkdKuvrMJ0TsA/dracula.jpg?download&psid=1 

  

  

  

  

  

  

  

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Trojan.MSIL.BLADABINDI.THIOABO
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Trojan.MSIL.BLADABINDI.THIOABO
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Backdoor.MSIL.BLADABINDI.THA
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Backdoor.MSIL.BLADABINDI.THA


  

  

  

  

  

  

  

  

  

  

  

  

  

  

TREND MICRO ™ RESEARCH  
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.   

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. 

Our global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and 

publishes innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), cybercriminals, 

and more. We continually work to anticipate the next wave of threats and deliver thoughtprovoking research 

that can shape strategic industry direction. www.trendmicro.com  


