
 

 

侵入の痕跡（Indicators of Compromise, IoC） 
 

 

SHA 256 Malware Family 

2367326f995cb911c72baadc33a3155f8f674600 NTDSDump 

75e49120a0238749827196cebb7559a37a2422f8 COLDLOCK 

5b9b7fb59f0613c32650e8a3b91067079bcb2fc2 COLDLOCK 

e7aa8f55148b4548ef1ab9744bc3d0e67588d5b7 COLDLOCK 

ad6783c349e98c2b4a8ce0b5c9207611309adca7 COBALTSTRIKE 

29cc0ff619f54068ce0ab34e8ed3919d13fa5ee9 COLDLOCK 

2051f0a253eced030539a10ebc3e6869b727b8a9 COLDLOCK 

a2046f17ec4f5517636ea331141a4b5423d534f0 COLDLOCK 

03589dffe2ab72a0de5e9dce61b07e44a983d857 COBALTSTRIKE 

9d6feb6e246557f57d17b8df2b6d07194ad66f66 COLDLOCK 

28d172e374eebc29911f2152b470528fc695662e PWDDUMPER 

574fb6a497c032f7b9df54bc4669d1eb58d78fb4 ASPSHELL 

註：この表のソースの一部は米国司法省の報告書に基づいています。 

 
 

 

 

 

 

 

 

 

 

 

https://www.justice.gov/opa/press-release/file/1317206/download


 

Appendix • The Proactive Approach to Securing the Network from Targeted Attacks 

 

TREND MICRO ™ RESEARCH 
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.  

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. 

Our global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and 

publishes innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), 

cybercriminals, and more. We continually work to anticipate the next wave of threats and deliver thought-

provoking research that can shape strategic industry direction. 

www.trendmicro.com 
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