
 

 

 

侵入の痕跡（Indicators of Compromises、IoCs） 

ハッシュ値 検出名 ウイルス情報 

SHA1: 

d80448d3382977445902968b97f

4d04caf5fc74f 

SHA256: 

a06c2fd5cdea44ba2620a3655048

49c32cc97a751876aca9123470f1

bdcf2c57 

TrojanSpy.Win3

2.EMOTET.TIAB

OFHI 

https://www.trendmicro.com/vinfo/ph/threat-

encyclopedia/malware/TrojanSpy.Win32.EMO

TET.TIABOFHI 

SHA1: 

6ca5edcbc896a02eabd670aa00e

0328161c9443e 

SHA256: 

af64dfc3a4591560174d4f4c42545

775a5826abc0b471fc3f5a2703cc

3af04b2 

TrojanSpy.Win3

2.EMOTET.DAM 

https://www.trendmicro.com/vinfo/ph/threat-

encyclopedia/malware/TrojanSpy.Win32.EMO

TET.DAM 

SHA1: 

00ed271b68c70a0a67ee65b23d6

4cf7a88a9613e 

SHA256: 

8e046dff43478df14363f907b0058

15f6267c3bd576981e675229ffa64

b90d4f 

Trojan.W97M.E

MOTET.MLDY 

https://www.trendmicro.com/vinfo/ph/threat-

encyclopedia/malware/Trojan.W97M.EMOTE

T.MLDY 

https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.TIABOFHI
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.TIABOFHI
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.TIABOFHI
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.DAM
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.DAM
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.DAM
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/Trojan.W97M.EMOTET.MLDY
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/Trojan.W97M.EMOTET.MLDY
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/Trojan.W97M.EMOTET.MLDY
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SHA1: 

032a99d506a36a9e5b3ccae1b56

aa9289718e18b 

SHA256: 

c3288f959f35c4d8dcc7f7104715e

8e5c1dc894d52926c74dabdb584

36c5de37 

Trojan.W97M.E

MOTET.TIOIBEJ

R 

https://www.trendmicro.com/vinfo/us/threat-

encyclopedia/malware/Trojan.W97M.EMOTE

T.TIOIBEJR 

SHA1: 

a662d2ff0967732452fc413c36230

fb9bd75bd47 

SHA256: 

92b8d13b622e7a7b63afebcacdf6

85c2204234c9a74d262ace7af2b0

d722b2c4 

Trojan.W97M.P

OWLOAD.TIOIB

EJP 

https://www.trendmicro.com/vinfo/ph/threat-

encyclopedia/malware/Trojan.W97M.POWLO

AD.TIOIBEJP 

SHA1: 

29aec9eeea8c3a9cfe950d2e9a9f

94e6900cb07c 

SHA256: 

0921e74950156d92f43c94f650de

801b30d8d7d6b5990567fbeea73

9e4e92293 

TrojanSpy.Win3

2.EMOTET.SMC

5 

https://www.trendmicro.com/vinfo/us/threat-

encyclopedia/malware/TrojanSpy.Win32.EMO

TET.SMC5 

SHA1: 

27293c9aeccecd712641eebeac9

7e5e5406af2e9 

SHA256: 

70b0589b9c66fd29b86acc83d52c

98fc40bc0451d9ba805fe5f53cceb

9992271 

TrojanSpy.Win3

2.EMOTET.TIAB

OFHK 

https://www.trendmicro.com/vinfo/us/threat-

encyclopedia/malware/TrojanSpy.Win32.EMO

TET.TIABOFHK 

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Trojan.W97M.EMOTET.TIOIBEJR
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Trojan.W97M.EMOTET.TIOIBEJR
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Trojan.W97M.EMOTET.TIOIBEJR
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/Trojan.W97M.POWLOAD.TIOIBEJP
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/Trojan.W97M.POWLOAD.TIOIBEJP
https://www.trendmicro.com/vinfo/ph/threat-encyclopedia/malware/Trojan.W97M.POWLOAD.TIOIBEJP
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.SMC5
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.SMC5
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.SMC5
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.TIABOFHK
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.TIABOFHK
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/TrojanSpy.Win32.EMOTET.TIABOFHK
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TREND MICRO ™ RESEARCH 
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.  

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. 

Our global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and 

publishes innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), 

cybercriminals, and more. We continually work to anticipate the next wave of threats and deliver thought-

provoking research that can shape strategic industry direction. 

www.trendmicro.com 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 


