
 

 

 

 

侵入の痕跡（Indicators of Compromises、IoCs） 

 

 

AndroidOS_BadBooster.HRX として検出されるアプリ 

アプリ名 パッケージ インストール 

Shoot Clean-Junk Cleaner,Phone 

Booster,CPU Cooler com.boost.cpu.shootcleaner 10,000以上 

Super Clean Lite- Booster, 

Clean&CPU Cooler com.boost.superclean.cpucool.lite 50,000以上 

Super Clean-Phone Booster,Junk 

Cleaner&CPU Cooler com.booster.supercleaner 100,000以上 

Quick Games-H5 Game Center com.h5games.center.quickgames 100,000以上 

Rocket Cleaner com.party.rocketcleaner 100,000以上 

Rocket Cleaner Lite com.party.rocketcleaner.lite 10,000以上 

Speed Clean-Phone Booster,Junk 

Cleaner&App Manager com.party.speedclean 100,000以上 

LinkWorldVPN com.linkworld.fast.free.vpn 1,000以上 

H5 gamebox com.games.h5gamebox 1,000以上 
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AndroidOS_BoostClicker.HRX として検出されるファイル 

SHA256 ファイル名 

1e3f19dcfb23b8e04a88f87c3e4df67eba25b8012f1233295

b60355b7545f5d4 com.phone.sharedstorage 

d240e9809bfe98ed6af4b8853b7556a9207e6e3c325f200e

9df0fdc63582fddc SystemSecurityServices 

c91327f7e48ca64c829c29e6bcb30451dab6c9d323860481

65702df3a728c173 ConfigAPKs 

 

 

 

 

MITRE ATT&CK Matrix™ 
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TREND MICRO ™ RESEARCH 
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.  

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. 

Our global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and 

publishes innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), 

cybercriminals, and more. We continually work to anticipate the next wave of threats and deliver thought-

provoking research that can shape strategic industry direction. 

www.trendmicro.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


