
 
   

■侵入の痕跡（Indicators of Compromise、IoC） 

侵入の痕跡（Indicators of Compromise、IoCs）はこちらを参照してください。 

検体のハッシュ値 

SHA256 属性 検出名 

dd775ba66d6921035cc0cda61a6abff8f118a04a3

1eea082523157b48add4821 

ドロッパー（メイ

ンのコンポーネン

トファイル） 

Coinminer.Win64.MALXMR.TIAO

ODCK 

04b495ee51e370fc93f431553bfdb592f678543c43

2137016d9ba4c64901a92a 

作成されるファイ

ル（サブプロセ

ス） 

Coinminer.Win64.MALXMR.TIAO

ODCJ 

URLs 

 39[.]99[.]146[.]107:47905           Disease vector 

 37[.]187[.]154[.]37:4466             Disease vector 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TREND MICRO ™ RESEARCH   
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.    

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. Our 

global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and publishes 

innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), cybercriminals, and more. 

We continually work to anticipate the next wave of threats and deliver thoughtprovoking research that can 

shape strategic industry direction. www.trendmicro.com   

 


