
 
   

侵入の痕跡（Indicators of Compromises、IoCs）   

  

今回の記事に関する侵入の痕跡はこちらを参照してください。 

痕跡 属性 トレンドマイクロの検出名 

068d32a43191dc0164b600b85a1621be0154504fd47716742

2ff4a8fb3406d73 
AnimalGames 

Backdoor.MSIL.BLADABINDI.QB

R 

07be156caac1157707ffe38266dc60abadc488226b4f41d67f

23eac98dd917b0 
CustomIncreas

eX 
Backdoor.MSIL.BLADABINDI.QB

R 

b00cc9a4292fc5cc4ae5371ea1615ec6e49ebaf061dc4eccde

84a6f96d95747c 
NotePadEx 

Backdoor.MSIL.BLADABINDI.QB

R 

6755ce7a362ffecef805e4c54e1d5e201b6c6d561b997ebbd6

3a8d814ce6a53f 

QuickTranslati

on 

Backdoor.MSIL.BLADABINDI.QB

R 

8ff11efc1109073fdc49be93e1d100992314fd68ecdff2ba986

107602ce75089 

SandwichGene

rator 

Backdoor.MSIL.BLADABINDI.QB

R 

02f2369b58fbb2ba1df2c799b73842880a4874c32c1514a0d8

956133be026ade 
SimpleGame 

Backdoor.Win32.REMCOS.USM

ANEAGDZ 

 

以前に確認されている Capesand EK の IoC に関しては以下も合わせて参照ください。 

痕跡 属性 

トレンドマイクロの 

機械学習型検出機能に

よる検出 トレンドマイクロの検出名 

blockchainblog[.]club 

Malverti
sement 
domain   



blockchainblogger[.]club 

Malverti
sement 
domain   

shophandbag[.]store 

Malverti
sement 
domain   

6288de662d6dd1a57e99cf8b9259eef467c4
61e378d431fc53243ecede155b38 

CAPES
AND 

exploit 
CVE-
2015-
2419  

Trojan.JS.CVE201524
19.AA 

a8391b08478ba333bfc7f377d5ee7b0a697
b638e9987a6db614c7f192b22a384 

CAPES
AND 

exploit 
CVE-
2018-
4878  

Trojan.SWF.CVE2018
4878.THJCOAIA 

79f2250d10ebf83352b7715c30b60cecea14
c7edd94fb164afb9353f4f91b038 

CAPES
AND 

exploit 
CVE-
2018-
15982  

Trojan.SWF.CVE2018
15982.THJCOAIA 

1f1bb98b7e4e23913ff25b50d1ffd44e6ef44
7053188eca255d9bd0378602625 

CAPES
AND 

exploit 
CVE-
2018-
8174  

Trojan.HTML.CVE201
88174.AB 

eb1be3f00e93a7dfcca563e564ab7d731967
6161b56039f4968ceddf791d110a 

CAPES
AND 

exploit 
CVE-
2018-
8120 

Troj.Win32.TRX.X
XPE50FFF032 

Trojan.Win64.CVE201
88120.D 

8e4d24eeb56d50d11338a65aef1e6a88d7c
cf6ca347419963dd201f38ae6bcea 

DarkRA
T hash 

Troj.Win32.TRX.X
XPE50FFF032 

Backdoor.MSIL.DARK
RAT.AA 

559f23832f5b115fc6169ed7f9ac75518ec58
b7f5d7206e9be4afc2ecfd7152f 

njRAT 
hash 

Troj.Win32.TRX.X
XPE50FFF032 

Backdoor.MSIL.NJRA
T.AB 

b00cc9a4292fc5cc4ae5371ea1615ec6e49
ebaf061dc4eccde84a6f96d95747c 

njRAT 
hash 

Troj.Win32.TRX.X
XPE50FFF032 

Backdoor.MSIL.NJRA
T.AA 



http[:]//138[.]68[.]15[.]227/njcrypt.exe 
njRAT 
URL   

http[:]//198[.]199[.]104[.]8/njcrypt.exe 
njRAT 
URL   

http[:]//www[.]blockchainblogger[.]club/njcry
pt.exe 

njRAT 
URL   

138[.]68[.]15[.]227 

DarkRA
T C&C 

IP 
address   

107[.]167[.]244[.]67 

njRAT 
C&C IP 
address  

 

 

  

  

  

  
  

  

  

  

 

  

  

  

  

  

  



  

 

  

  

  

  

  

  

  

 

  

 

 

TREND MICRO ™ RESEARCH   
Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information. 

Our innovative solutions provide our customers with layered security for data centers, cloud workloads, 

networks, and endpoints.    

At the heart of our leadership, Trend Micro Research is powered by experts who are passionate about 

discovering new threats, sharing key insights with the public, and supporting efforts to stop cybercriminals. Our 

global team helps identify millions of threats daily, leads the industry in vulnerability disclosures, and publishes 

innovative research on targeted attacks, artificial intelligence, Internet of Things (IoT), cybercriminals, and more. 

We continually work to anticipate the next wave of threats and deliver thoughtprovoking research that can 

shape strategic industry direction. www.trendmicro.com   

Appendix • The Proactive Approach to Securing the Network from Targeted Attacks   


