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Appendix
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Trojan.PS1.MIMIKATZ.ADW

Trojan.PS1.LUDICROUZ.A

TrojanSpy.Win32.BEAHNY.THCACAI

Trojan.PS1.PCASTLE.B

HackTool.Win32.Impacket.Al



https://www.trendmicro.com/vinfo/jp/threat-encyclopedia/malware/Trojan.PS1.MIMIKATZ.ADW
https://www.trendmicro.com/vinfo/jp/threat-encyclopedia/malware/Trojan.PS1.LUDICROUZ.A
https://www.trendmicro.com/vinfo/jp/threat-encyclopedia/malware/TrojanSpy.Win32.BEAHNY.THCACAI
https://www.trendmicro.com/vinfo/jp/threat-encyclopedia/malware/Trojan.PS1.PCASTLE.B
https://www.trendmicro.com/vinfo/jp/threat-encyclopedia/malware/HackTool.Win32.Impacket.AI
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e hxxp://down[.]Jbeahh[.Jcom/c32.dat

e hxxp://down[.]Jbeahh[.Jcom/new.dat?allv5

o hxxp://iil.Jackng[.]Jcom/t.php?ID={Computer Name}&GUID={GUID}&MAC={MAC
ADDRESS}&0S={0S Version&BIT={32/64}& CARD={VIDEO CARD
INFORMATIONJ}&_T={TIME}

e hxxp://logl.]Jbeahh[.Jcom/logging.php?ver=5p?src=wm&target

e hxxp://oo[.Jbeahh[.]Jcom/t.php?ID={Computer Name}&GUID={GUID}&MAC={MAC
ADDRESS}&0S={0S Version&BIT={32/64}& CARD={VIDEO CARD
INFORMATION}& T={TIME}

e hxxp://pl.Jbeahh[.Jcom/upgrade.php

e hxxp://ppl.Jabbny[.Jcom/t.php?ID={Computer Name}&GUID={GUID}&MAC={MAC
ADDRESS}&0S={0S Version&BIT={32/64}&CARD={VIDEO CARD
INFORMATION}& _T={TIME}

e hxxp://v[.Jbeahh[.Jcom/wm?hp

e hxxp://vl.]Jy6h[.]Jnet/g?h

o hxxp://v[.Jy6h[.]Jnet/g?I
e Iplpl[.]Jabbny[.]Jcom:443
e Iplpl[.]Jackng[.Jcom:443

e Iplpl[.]Jbeahh[.Jcom:443

Appendix * The Proactive Approach to Securing the Network from Targeted Attacks
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